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Could the world Conference on International 
Telecommunications change the internet forever?
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Is thIs the future    of the Internet?
By Paola totaro

It’s been dubbed the Cold War of the virtual world, a se-
cret, behind-closed-doors battle for control which some 
fear could end global, unfettered access to the internet. 

It being the World Conference on International Telecommunica-
tions (WCIT) in Dubai where 193 countries are currently meeting 
behind closed doors to debate plans on policing the internet.

In one corner are Russia, China and several Middle Eastern coun-
tries that want to censor the net, centralise its regulation and place 
cyber security, data privacy and web access into the hands of  an 
international agency.

On the other side are the major western democracies, backed by 
Europe and the United States, who warn that placing governments 
in control of  the web would dramatically undermine and erode 
the powerful transformative tools – and freedoms – provided by 
a truly open internet.

And at the epicentre of  the struggle is the 
International Telecommunications Union 
(ITU), a little known United Nations’ body 
that has governed international telecom-
munications for more than a century. If  
you have ever wondered who allocates 
national dialling prefixes, assigns radio 
frequencies or chooses orbits for telcom-
munication satellites, the answer lies with 
the ITU.

Created in 1865 to govern nascent tele-
graph technology, the ITU wants to over-
haul international telecommunications 
regulations (ITRs), pulling the internet 
– and how data, voice and video traffic 
should be controlled – into the United Na-
tions fiefdom. 
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The move has sparked immediate global alarm among commu-
nications experts who argue that top-down, centralised bureau-
cratic rule is antithetical to the architecture of  the net, which is in 
essence a network of  networks, free of  geographic borders, and 
constantly growing and evolving. 

Now, with just a few days until the end of  the pivotal 2012 WCIT 
meeting, an array of  telco multinationals, labour unions and civil 
rights groups have united to campaign against the UN plan, warn-
ing that it threatens the very freedoms that made the internet the 
potent engine of  change it is today.

“These regulations have not been examined in public. National 
responses have been kept secret and any attempts to open them 
up for analysis so far have been vetoed,” said Sharan Burrow, 
General Secretary of  the International Trade Union Confeder-
ation (ITUC).

“Grounds for concern are serious: the fear 
is that not only could they make it easier for 
national telcos to commercialise the inter-
net, charging for emails, for YouTube and the 
myriad other services that are currently free 
to everyone but also give repressive govern-
ments tools to monitor or control their citi-
zens’ use of  the net,” said Burrow.

“No government should agree to new regula-
tions without debate with their citizens who, 
as users, are key stakeholders. Any decisions 
must be rejected or delayed until all detail is 
known and impact debated.”

Without national boundaries and growing at 
an estimated 150,000 new web pages a day, 
the internet is not only the new frontier for 
media, business and politics but potentially 
also for warfare.

Today, an estimated one billion people have 
mobile broadband subscription and that 
number is expected to balloon to five billion 
over the next five years.

In its latest report published in September, 
the United Nations Broadband Commission 

No government should agree to new regu
lations without debate with their citizens who, 
as users, are key stakeholders. Any decisions 
must be rejected or delayed until all detail is 
known and impact debated.
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But internet time is lightning fast and cy-
ber experts are adamant that there is sim-
ply no government, let alone a centralised, 
top-down, inter-governmental bureaucracy, 
capable of  making economic or engineering 
decisions with the speed required in the cy-
ber era. 

Investment, productivity and the spread of  
free information worldwide, especially in 
the developing world, risks being paralysed 
if  business decisions must grind their way 
through the workings of  a global regulatory 
body.

Speaking to Equal Times, Tom Wheeler, a 
former CEO of  the Cellular Telecommuni-
cations and Internet Association, and MD of  
Washington-based venture capital firm Core 
Capital Partners, described the WCIT as a 
“concerted effort by some nations to re-bal-
ance the internet in their favour by reinsti-
tuting telecom regulatory concepts from the 
19th century to a 21st century revolution.

“[Such] meetings are certainly preferable to 
the armed conflict of  previous network rev-
olutions. But the issues being argued are in 
many ways the same: as technology trans-
forms how we connect, the institutions of  
the day – whether governments or corpora-
tions – fight to cling to the comfy world they 
have known. It’s a tale as old as time.”

for Digital Development found that the so-called ‘digital divide’ is 
shrinking and while just eight percent of  the world’s population 
was online ten years ago, this has now soared to more than 33 per 
cent.

Significantly, most of  this growth is happening in the develop-
ing world, and this has profound global implications. By 2015, for 
example, experts predict that the number of  Chinese-language 
internet users will outnumber those in English, and by 2017, the 
number of  smartphones globally is expected to top three billion.

The internet economy itself, says a report by the Boston Consult-
ing Group, is growing at a rate of  10 per cent a year in G20 nations. 
Worth an estimated $US2.3 trillion in 2010 – or about 4.1 per cent 
of  GDP - predictions are that its worth could double by 2016.

For those without internet connection, this implies isolation from 
one of  the planet's fastest growing "economies”, a phenomenon 
vested with the potential to deliver more wealth to more people 
than any economic development since the Industrial Revolution.

But internet time is lightning fast and cyber 
experts are adamant that there is simply no 
government, let alone a centralised, top
down, intergovernmental bureaucracy, 
capable of making economic or engineering 
decisions with the speed required in the 
cyber era. 
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Despite the enormous importance and potential impact of 
the Dubai conference, the ITU has done very little to stim-
ulate public scrutiny or encourage analysis of the national 
responses from the 193 signatories to the regulations.

The ITU’s proposed 82-page ‘Draft of  Future ITRs’ has now been 
posted on its website.

A close reading reveals a raft of  technical edits to the 1988 regula-
tory framework and significant re-wordings to cover the plethora 
of  digital phenomena largely unknown 24 years ago, from spam to 
phishing, data tracking and cyber-security.

The changes might look dry, bureaucratic and innocuous but their 
effects are anything but – and if  accepted, would:

 

• require the internet to be used in a ‘rational 
way’

• allow governments to restrict the use of  the 
internet where it is perceived to ‘interfere in 
the internal affairs of  other states, or divulge 
information of  a sensitive nature’

• require governments to re-route or block 
traffic passing through their territory by re-
quest of  another government; and

• provide a new definition of  spam that would 
enable governments to restrict or totally 
block large-scale legitimate communications 
used by trade unions and other groups.

Writing in the Guardian newspaper, John 
Kampfner, former chief  executive of  the 
British Index on Censorship, argues that 
the lines have been drawn: “The internet has 
flourished in spite of  (or perhaps because of) 
its decentralised governance model. 

“The ITU describes itself  as a ‘multi-stake-
holder’ organisation, but the claim is spuri-
ous,” he states. 

“All the big decisions are taken in meetings in 
which only governments can take part. Lob-
bying (from all sides) has been taking place 
for months, but almost completely behind 
the scenes. Netizens have been shut out from 
this process.”

Indeed, while a handful of  nations including 
the United States have made their submis-
sions public, interested groups worldwide 
have been forced to rely for information on the 
work of  two research fellows at George Mason 
University’s Mercatus Center in Arlington, 
Virginia, who created www.WCITLeaks.org to 
disseminate documents leaked anonymously. 

Even Unesco, which is anxious to stress that 
it has no UN mandate on telcos, has written 

Itu: saInts or sInners?
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there is now a growing likelihood of  the in-
terests of  more traditional forces for internet 
control overlapping with, and even seeking 
further to align with, national security and 
law enforcement agenda.”

During the past few months, Dr Hamadoun 
Touré, a Soviet-educated satellite engineer, 
and his officials have travelled the world de-
fending the ITU plan and fighting off  accusa-
tions of  a UN ‘grab for the internet’.

But in fact, the campaign to apply new curbs 
on cyberspace was thrown firmly into the 
public arena by the Russian President, Vl-
admir Putin earlier this year. In a clear state-
ment of  intent, he announced that Russia 
would throw its weight behind moves for 
new “international control over the internet 
using the monitoring and supervisory capa-
bilities of  the ITU.”

Russia has also flagged cutting off  internet 
access for anyone who threatens the security 
of  networks, called for new United Nations 
body to replace ICANN and pushed unsuc-
cessfully an earlier UN plan to create a cyber 
security code of  conduct. 

And Russia is not alone, caution the critics. 
China and several Middle East nations, in-
cluding Saudi Arabia are still reeling from 

the impact of  social media on politics, par-
ticularly in the wake of  the Arab Spring up-
risings that saw regime change in Egypt and 
Tunisia. All appear to have joined forces in a 
powerful bloc committed to using the Dubai 
summit to force through amended regu-
lations that would provide tacit approval 
– with UN imprimatur – for censorship, re-
pression of  political opposition and tracking 
of  data. PT

to the ITU suggesting there is a pivotal “issue of  human rights and 
freedom of  expression” at stake.

Says Tom Wheeler: “Amazingly, the future of  the internet – the 
most open and democratic network in history – is being deter-
mined in secret submissions. The US government, as you know, has 
opened submissions to its interested parties.”

Australian policy expert, Dr Paul Twomey is a former President 
and CEO of  the International Corporation for Assigned Names and 
Numbers (ICANN) and led the Australian Government’s National 

Office for the Information Economy.  A key figure in negotiations 
during the World Summit for Information Society (WSIS), Twomey 
believes that as the internet enters its third decade of  mass use, the 
need to defend its founding open model is more urgent than ever.

He argues that as the impact of  networks – but especially the inter-
net – become more and more important 
globally, competing, powerful, political 
and economic interests are pushing for 
greater constraint and control over the 
internet’s operations. Intellectual prop-
erty enforcement, protection against 
the misuse of  networks for criminal 
purposes, control of  political content 
and the identification of  new revenue 
models are all sources of  disagreement 
or competition.

“The ongoing disputes about control have also been compounded 
by concern in national security and political elites in the wake of  
recent events such as the Arab Spring and London Riots where so-
cial media were key tools,” says Twomey.

“And there is the accelerating pace of  cyber espionage, targeting 
North American and other developed countries’ intellectual prop-
erty as well as the global rise of  hacktervism. The danger is that 

“The ongoing disputes about control have 
also been compounded by concern in 
national security and political elites in the 
wake of recent events such as the Arab 
Spring and London Riots where social media 
were key tools,” says Twomey.

“The ITU describes itself as a ‘multi
stakeholder’ organisation, but the claim is 
spurious,” he states. 
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According to @mujtahid, an anonymous whistleblower 
dubbed the ‘Saudi Wikileaks’, any attempt to apply 19th 
century regulation to the internet is doomed to failure.

Gaining more than 800,000 followers in the space of  just a few 
months, the person known as @mujtahid describes himself  as a 
symbol of  the fight against “filthy corruption”, tweeting with sar-
casm and revealing profound insider knowledge, which has infu-
riated authorities.

 Over the last year, he has chronicled and denounced the lifestyle, 
backroom deals, conspiracies and financial skullduggery sur-
rounding the Saudi Royal family, publishing thousands of  words 
– and key documents – on their business dealings. 

So well-informed are his tweets that spec-
ulation has been rife that he may even be 
family insider, at least close enough to be an 
embarrassment to the Royal House if  ‘outed’

Speaking to Equal Times via electronic chat, 
@mujhadit argues that the internet and oth-
er digital communications tools “are so flex-
ible that even if  all governments conspire to 
control it they can't.

“I believe this conference will end up more 
academic than administrative. . .I do un-
derstand [the need] for agreement on issues 

new technology, ancIent régIme
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“Data volumes are increasing far faster than 
the infrastructure needed to carry it all and 
the risk of  shortfalls in infrastructure in-
vestment is both a real and significant dan-
ger. Nobody likes traffic jams – so let’s avoid 
them and prepare for the massive data traf-
fic that is just around the corner. Revised In-
ternational Telecommunication Regulations 
may put in place the principles that will 
encourage broadband roll-out and invest-
ment.”

Proposed by what some describe as the old 
cartel of  ex (and in some cases, currently) 
state-owned European Telecommunications 
Network Operators (ETNO), it is important 
to point out that the push for sender pays 
revenue models do not have the imprimatur 
of  the French, Italian or German govern-
ments.

For the ITUC, any move to entrench such 
pricing regimes would end up hurting poor-
est nations the most.

“We value the net as a free information 
source, vital to connect people and for global 
communication. Our concerns are that the 
treat will end up charging users for services 
such as email and Skype while giving legit-
imacy to governments that want to restrict 
access or monitor their citizens,” said Bur-
row.

Wheeler notes: “A new network has creat-
ed new governance that the old regulators 
want to take over. While some talk ‘com-
promise’ such a solution inherently means 
increased authority for the ancien régime. 
The multi-stakeholder process has produced 
the most incredible connectivity revolution 
in history, dragging it back to old regulatory 
ideas is not a step forward.”

A detailed analysis of  the proposed ITRs 
by the global communications consultants, 
Analysys Mason, goes further still, suggesting 
that the use of  pricing models developed for 
now obsolete telephone systems could have 
disastrous consequences for the internet.

that decent human beings would want to control [such as] obscene 
stuff  or crime encouragement. But that can be passed through 
voluntary cooperation by ordinary people.”

@mujtahid says he has received financial offers to stop doing 
what he is doing and his Twitter and email accounts are constant-
ly under attack. 

“The building which hosts Saudi internet filters [firewall],” he says, 
is “huge, with hundreds of  personnel. It is formally controlled by 
the Ministry of  Media but in reality, it is run totally by the Minis-
try of  the Interior. Yes, I am constantly fighting attempts to shut 
me down. . .but I assume they know where I am but don’t want to 
be embarrassed [because] it would be an admission of  how open 
their security is.” 

  "ENCOURAGING CONNECTIVITY"

The work done by @mujtahid is a good example of  the way the 
internet can be used to promote democracy and put pressure on 
autocratic regimes. And this is exactly the kind of  pressure that 
the ITU’s proposed regulations would curtail. 

Senior ITU officials have been travelling the world to sell the ITU’s 
proposals, insisting that the driving force behind regulation re-
form is to “encourage connectivity.”

During a speech delivered at Columbia University Institute for 
Tele-Information in New York last month for example, Touré 
made it very clear that delegates “can expect discussion during the 
WCIT on ways to bring down the cost of  internet connectivity in 
developing countries, while ensuring sufficient revenues for op-
erators to deploy broadband infrastructure.”

However, he did not deny that regulations that would allow for the 
old telco principle of  ‘sending network pays’ to the internet will be 
up for discussion at the WCIT.

Speaking to Equal Times via electronic 
chat, @mujhadit argues that the internet 
and other digital communications tools 
“are so flexible that even if all governments 
conspire to control it they can't.
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cost of  content delivery and hinder network 
investment at the expense of  end users”.

Today, more than ever, the net has taken its 
place as the invisible backbone of  globalisa-
tion, strong, flexible and a potent support 
for the swift change that is unfolding in de-
veloping economies.

Nobody would argue that the existing, all-in 
layered structure that governs the internet is 
perfect but it has undoubtedly also allowed 
the internet to thrive and evolve for the ben-
efit of  all. 

“For the multi-stakeholder structure that’s 
brought the internet to its current success,” 
says Wheeler, “WCIT is the place where the 
future will be decided.”

“This is ‘Shootout at the OK Corral.’” PT

The report concedes that the high bandwidth needed to deliver 
multimedia content can indeed be expensive to deliver. But its anal-
ysis reveals that up to 98 per cent of  internet traffic now consists 
of  content such as streaming video or web pages that can be stored 
on servers. Servers can be located in multiple locations around the 
world, delivering information more quickly to users – and at lower 
cost. The result is a dramatic shift in patterns of  use and global in-
ternet traffic flow. 

For example, argues the report’s author, Michael Kende, in 1999, 
around 70 per cent of  international internet bandwidth originating 
in Africa went to the USA. Last year, this figure plunged to less than 
five per cent as bandwidth shifted to Europe. 

“Now, content is increasingly being 
stored on servers in Africa, where it can 
be accessed domestically or regionally. 
These changes in content flows highlight 
significant differences between the inter-
net and traditional telecommunications 
as it existed when the ITR treaty was last 
updated in 1988,” he writes.

The application of  unwarranted static 
voice regulations to the dynamic internet, he stresses, would have 
a negative impact on users worldwide, slowing or even reversing 
current growth trends. 

“Furthermore, the rate regime system would be difficult to design 
and expensive to implement, and even then would increase the 

For the ITUC, any move to entrench such 
pricing regimes would end up hurting 
poorest nations the most.


